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Incidents/Articles of Note:

e Staying Cyber Safe: FBI Richmond Holds Cyber Security Round Table

* Apple Releases Emergency Patch For Two IPhone, Mac Zero-Day
Vulnerabilities Being Exploited

e Google Says It Stopped The Largest DDoS Attack Ever Recorded In June

e Threat Group Ramps-Up Attacks On Travel Sector In 2022

e Any Fingerprint Can Unlock This Popular Smart Phone

e Patch Your Smartphone App For Your Doorbell Camera!

e CISA Adds 7 New Actively Exploited Vulnerabilities to Catalog
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63 Cybersecurity Resources
for Any Stage of Your Career

The field of cybersecurity is always
evolving, and nothing suggests that that
is likely to change soon. That’s because
hackers are constantly finding new ways
to infiltrate systems. A degree or
bootcamp will give you the foundational
knowledge you’ll need to launch your
career, but cybersecurity professionals
need to be constantly learning once
they’re out of school.
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Sounding The Alarm On
Emergency Alert System
Flaws

The Department of Homeland Security
(DHS) is urging states and localities to
beef up security around proprietary
devices that connect to the Emergency
Alert System — a national public
warning system used to deliver
important emergency information, such
as severe weather and AMBER alerts.
The DHS warning came in advance of a
workshop to be held this weekend at the
DEFCON security conference in Las
Vegas, where a security researcher is
slated to demonstrate multiple
weaknesses in the nationwide alert
system.

Observe Suspicious
Activity?
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to
improve public safety and reduce the probability of becoming a victim of a crime.
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